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Workers of hazardous material (hazmat) transportation have a higher chance than other workers to be exposed to 
various risks in their workplace. Assisting them to safely operate in their workplace in a near real-time manner is in 
particular need. This paper presents a study of designing, prototyping and developing feedback systems to help 
increase the risk awareness of workers in the loading and uploading phases of hazmat transportation. The first system 
was prototyped on an Arduino board, serving as the reference for system development. Then, the second system, 
named a Bluetooth Low Energy (BLE) beacon based system, was designed as a smart connected system. It integrated 
technologies of Bluetooth low energy sensor, mobile smart device, the Cloud, wireless communication, and mobile 
applications. The smart connected system is more capable than the Arduino based system in providing safety 
information to workers. A comparison of the respective technologies utilized in the two systems further indicates that 
the improved capability of the smart connected system is mainly on the dimensions of interactivity, mobility, 
information richness, and connectivity. 
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Introduction 
In the United States, there are more than 800,000 hazardous material (hazmat) shipments per day (Lasisi, Bai, & Sun, 
2012). Hazmat transportation research has various focuses. For example, an Integrated Emergency Management 
System for hazmat transportation was developed in order to address the issue of insufficient information sharing 
among transport companies, drivers and government agencies (Ma, Wang, Lu, & Jiang, 2014). The safety of hazmat 
transportation has been a particularly important subject of study. For example, a system was developed to help 
minimize the impact to first responders’ health in a hazmat transportation incident (Fruhling, Achutan,  Medcalf, & 
Yoder, 2018). Workers of hazmat transportation have a higher chance than other workers to be exposed to various 
risks in their workplace (Incident Statistics, 2018). Many studies on the safety of hazmat transportation workers are 
mainly focused on the in-transit phase. Top reasons for hazmat incidents during this stage largely overlap with those 
in moving other goods and passengers. A large portion of the incidents in transporting hazmat has occurred due to 
human error, particularly during the loading and unloading phases of transportation (Bureau of Transportation 
Statistics, 2017; Godse, Long, Qin, & Xue, 2018). The economic, social, and environmental consequences of the 
incidents are traditionally severe in nature (Office of Hazardous Materials Safety, 2017). Protecting transportation 
workers from these potential risks and improving their ability to operate safely in their workplace is important. For 
example, drivers transporting hazmat must receive initial and recurring trainings on general awareness and 
familiarization of hazmat, safety training on emergency response, and measurements to protect themselves from 
exposure to the hazmat (An Overview of 49 CFR parts 172-173, 2019). Well-trained transportation workers may still 
make mistakes that cause exposure to risks in their respective workplaces. Some of the leading factors are that human 
beings have bounded abilities in vision, cognition, making a judgment, and simultaneously handling multiple tasks, 
particularly in complex, dynamic working environments, or in response to suddenly occurred situations. Improving 
their ability to safely operate in their workplace through assisting them from various needed aspects in a near real-
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time manner is in particular need (Mendez et al., 2015).  We were motivated to seek ways of assisting transportation 
workers. 
Providing timely, appropriate feedback to workers to enhance their awareness of risks, or providing 
operations guidance when needed, would reduce the chance of them being involved in or causing incidents. The rapid 
development of sensor technologies, data processing methods, control theory, and systems science has promoted the 
growth of cyber-physical systems (CPSs) (Kim & Kumar, 2012; Sha, Gopalakrishnan, Liu, & Wang, 2008). CPSs 
synergize those capabilities to create new or larger capabilities to facilitate various industries including transportation 
(Khaitan & McCalley, 2015). The feedback system is a necessary component of a CPS, which let the cyber system 
communicate with the physical system. Therefore, the capability and effectiveness of the feedback system are critical 
to a CPS. This paper presents a study of developing feedback systems for enhancing the risk awareness of workers, 
particularly in the loading and unloading phases of hazmat transportation. From the study, we aim to thoroughly 
understand the role of the underlying technologies in a smart connected feedback system. 
The remainder of the paper is organized as follows. The next section presents a feedback system that we 
rapidly prototyped. It served as a reference for the smart connected feedback system described in the third section. 
We compare the two systems in terms of the technologies they use in the fourth section and, accordingly, conclude 
the study in the last section. 
 
The Arduino Based System 
We first designed an Arduino based system. It was rapidly built and served as a reference system of the study. 
 
System Architecting 
The Arduino based system, as illustrated in Exhibit 1, is composed of an Arduino development board, a ranging sensor, 
and one or multiple feedback devices. The ranging sensor is attached to the Arduino board and the board is with the 
hazmat. Brief safety information of the hazmat has been saved in the board. When a worker enters a zone near the 
hazmat, which is defined by specifying the detectable range of the ranging sensor, either the safety information is 
displayed on a displaying device or an alarm is provided by the buzzer. 
 






The Arduino based system is displayed in Exhibit 2. We chose Arduino Uno that is the best board to get started with 
electronics and code the output displayed on receiving devices. The ultrasonic sensor HC-SR04 was chosen, which 
provides from 2 cm to 400 cm non-contact measurement function with the precision up to 0.3 cm. Receiving devices 
are used for either visually displaying safety information or broadcasting alarming sound to workers. We tested three 
types of receiving devices: a buzzer, a Light Emitting Diode (LED) display board, and a smart mobile phone. A 
Bluetooth HC-05 unit was used to transmit the safety information to the mobile phone of the worker. As Exhibit 2 
shows, the buzzer, LED screen, and the Bluetooth unit are connected to the Arduino board using wires. 
We used the open-source Arduino software, IDE, to code functions and upload the code to the board. The 
language we used to compile the code is C. The board was firstly programmed to be able to trigger the buzzer, display 
a message on the LED screen, or transmit the message to the mobile phone through the Bluetooth unit when the worker 
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enters a pre-specified detectable range of the ranging sensor. Then, the board was connected to the computer to get 
the complied program uploaded.  
While the Arduino based system was easily built and successfully provides the basic feedback function, 
limitations are clearly found. This system is restricted by the limited safety information that can be provided, the very 
simple feedback mechanism that can be used, and the lack of mobility of some receiving devices. These motivated 
the development of a smart connected feedback system. 
 





The BLE Beacon based System 
To address the limitations of the Arduino based system, the study designed a smart connected feedback system that 




The BLE beacon based system, illustrated in Exhibit 3, is composed of three components: a BLE proximity sensor, 
the safety information, and a mobile device being used by the worker which can receive the information. The sensor 
is physically attached to or within a short range of the hazmat. The sensor attached to the hazmat is associated with 
the safety information of the material through the cloud management system of the sensor. When a worker with an 
associated mobile device enters the defined broadcast range of the proximity sensor, the sensor detects the worker and 
pushes the safety information to the receiving device. The respective hazmat class safety information is then either 
presented in a push notification or as a message within the application. By reviewing the provided information, the 
worker’s awareness of the hazmat, potential risks of transporting the material, and safety guidelines related to the 
material in question are reinforced. 
 
System Prototyping 
We developed two versions of safety information: detailed information and brief targeted information. We presented 
the detailed information of each class of hazmat as a webpage illustrated in Exhibit 4(a). The webpage includes (i) 
key alarm message, (ii) check list of required personal protection equipment, and (iii) specific information of material 
belonging to the class. A link to part (iii) is embedded in the statement of part (i). Workers who are not familiar with, 
or cannot recognize, the nature of the hazmat in question are able to jump to this section quickly through the provided 
link in the first section. 
The Uniform Resource Locator (URL) of a webpage is the reference address that identifies where the 
webpage is located on the Internet. The URL is pushed to the receiving device of the worker through a mobile app. 
Exhibit 4(b) displays the notification of the webpage URL, which is generated by a mobile app we developed. Exhibit 
4(c) is the nearby notification generated by Physical Web, an app provided by Google. 
If workers choose to not click the link to the webpage, they will not be shown the safety information provided 
on the webpage. Therefore, an alternative approach is to directly present brief targeted safety information as alerts and 
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push the alerts to the mobile app on the receiving devices of workers. Exhibit 4(d-e) illustrates three notifications 
displayed by the mobile app in the receiving device. 
 
 






Exhibit 4. Safety Information: (a) the webpage, (b) in app notification containing the webpage URL, (c) Physical 
Web nearby notification, and alerts (d) when entering the inner zone of hazmat, (e) leaving the inner zone, and (f) 





The BLE proximity sensor we chose was the proximity beacons produced by Estimote®. A beacon is a tiny 
device that broadcasts Bluetooth data packets understood by compatible receiving devices. The data packets contain 
the unique identity of the beacon and other necessary data. Beacons broadcast them with a certain strength in all 
possible directions. Therefore, we selected and defined distances for receiving specific data packets. For example, 
when a worker with a mobile receiving device enters a zone defined by a distance we selected, a corresponding beacon 
packet is sent to the designated mobile app installed on the receiving device. When a beacon packet is received, the 
app is immediately made aware of its arrival. A request is then sent to the Estimote Cloud for further instruction on 
what to do about this particular beacon. The Cloud returns the necessary information in milliseconds and the app 
performs the programmed activity, which in this app is to display an alert. Settings of the beacons are managed in the 
Estimote Cloud. 
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A beacon needs to be connected to a mobile app that performs designed activities to interact with workers. 
We both developed our own IOS app and used a third-party app named Physical Web provided by Google. Physical 
Web can receive URL messages sent by beacons as shown in Exhibit 4(c), but it is also able to detect Bluetooth signals 
of other types of nearby devices. If there were a large number of other detectable devices in the application 
environment, it would have a substantial impact on beacon users. 
The app we developed can display the URL of the safety information webpage, illustrated in Exhibit 4(b) 
similar to what the Physical Web application provides. The app does not display the irrelevant information of others 
in range devices, which aids in keeping the attention of the workers better than the Physical Web app. More 
importantly, the self-developed app can display various targeted alerts depending on where the worker is relative to 
the hazmat. The app defines an inner zone and an outer zone of the hazmat: the average radii of the inner zone and 
outer zone were set to be 1.5 meters and 5 meters, respectively. When the worker enters or leaves a zone, a 
corresponding alert is displayed on the interface of the app. Exhibit 4(d-f) display a few examples of such alerts. 
 
Discussion and Results 
The following is the comparison of the two systems in terms of the technologies they utilize, which is also summarized 
in Exhibit 5. 
• The BLE beacon has considerably reduced power consumption and therefore it can be widely deployed. The 
ultrasonic ranging sensor requires a stable power supply and consumes more power than BLE beacon. 
However, the measurement precision of the ultrasonic ranging sensor is much higher than the BLE beacon. 
• The smart mobile device is able to display detailed information to workers, and apps installed on the device 
can be designed to interact with workers. The use of a smart mobile phone as the receiving device requires 
Bluetooth wireless communication. The buzzer and LED screen are only able to deliver simple information 
and, thus, are usually set up as stationary devices connected to a power source. 
• The data storage, processing, and analysis for the BLE beacon based system are mainly in the Cloud. Those 
for the Arduino based system are in the board. The Cloud has the superior capability of data storage, system 
analysis, and computation, thus making it a critical component of smart connected systems. The role of the 
Cloud cannot be substituted by an Arduino board. 
• The BLE beacon based system relies on Bluetooth wireless communication, whereas the Arduino based 
system mainly relies on wired communication. 
• Both systems require the efforts of programming. In this study, code for the BLE beacon based system was 
developed using the Estimote proximity beacon software development kit (SDK) in Swift with Xcode. Code 
for the Arduino based system was developed using the Arduino IDE in C. Overall, the coding effort for 
developing the BLE beacon based system was vastly more time consuming than that for the Arduino based 
system. 
 
Exhibit 5.  Comparison of the Systems by Technologies 
 
 Arduino based system BLE beacon based system 
Sensor Ultrasonic ranging sensor HC-SR04  BLE Estimote proximity beacon 
Receiving devices Buzzer, LED screen, smart phone  Smart phone 
Data storage, processing and analysis Arduino board Beacon Cloud 
Communication  Wired communication mainly  Bluetooth wireless communication 
Development tool and language  Arduino IDE in C Xcode in Swift 
 
 
The technology evaluation of the two feedback systems indicated the BLE beacon based system would outperform 
the Arduino based system on the dimensions of interactivity, mobility, information richness, and connectivity. Yet, 
the development effort for a smart connected system is tremendously more than that for a simple Arduino based 
system. The evaluation of the strengths and limitations of the two respective systems within this study has suggested 
ways of improving the smart system design and development. These include, but not limited to: augmenting the 
distance measurement accuracy of BLE sensors, improving the modularity of the simple feedback devices, and 
protecting the privacy of each worker’s smart mobile device(s) while collecting data to utilize the system. 
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Conclusions 
This paper presented a study that built two feedback systems for enhancing transportation workers’ awareness of risks 
when they are approaching and operating hazmat. The Arduino based system was quickly built and served as a 
reference for evaluating the development and technologies of the BLE beacon based system. The BLE beacon based 
system integrates strengths of multiple technologies, which include sensors with low energy consumption, the Cloud 
management platform, the powerful development environment of beacon applications, the mobility of receiving 
devices, and wireless communication. A qualitative comparison of technologies implemented between two risk 
awareness enhancement systems in terms of sensor, receiving devices, data management, communication, and 
development tool. Ongoing work of this study include testing and quantitative assessment of the smart connected 
system in simulated application scenarios, integrating it with the system dedicated to risk situation analysis, and 
improving the reliability of the system in certain situations. These include, but not limited to, the disruption of power 
supply to sensors, the ignorance of risk notifications by workers, and abnormal or complex motions of workers, which 
fail to trigger the system. 
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